MysteryTwister 02

THE CRYPTO CHALLENGE CONTEST

RSA FACTORING CHALLENGE:
RSA-270

Author: RSA Inc

January 2012



Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to offer it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-270

For solving the RSA-270 challenge it is necessary to factor the
following decimal number with 270 decimal digits:

N = 2331085303444075445276376569106805241456198124803054
4904294861196849591824513578286788836931857711641821
3919268572658314913060672626911354027609793166341626
6939465961964277442738866018768963134687040590667469
0312391074827760654864915192081269930976658751473545
6594993207

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize offered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then confidence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the specified parameters is no longer regarded as secure.

MysteryTwister C2

Author: RSA Inc THE CRYPTO CHALLENGE CONTEST 5/5



