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Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to offer it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-420

For solving the RSA-420 challenge it is necessary to factor the
following decimal number with 420 decimal digits:

N =

2091366302476510731652556423163330737009653626605245
0547985229599412927302581898373570076188752609749648
9535254849254663948005091692193449062731454136342427
1862661970978460229692485794549161556336863881069623
6533754915574726835646665338468099643541915501360231
7010591744105651749369012554532024258150373034059528
8782692581391268394275643111482029231319370535271616
5790132673270514381774416410760173541378588683657820
7979

For the solution, please hand in one of the two prime factors as a
decimal number.

Author: RSA Inc
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize offered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then confidence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the specified parameters is no longer regarded as secure.
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